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TrustZone，hardware security extension since ARMv6

Divides system resources (processor, memory and IO devices and so on) into two worlds
Normal World runs the content rich OS (commodity OS); Secure World runs security critical services.

Switching of the two worlds is supervised by a Secure Monitor running in monitor mode.
通过软件触发切换，Secure Monitor Call (SMC)  or emitting a secure interrupt request. 
IRQ(Interrupt Request), normal world interrupt; FIQ(Fast IRQ), secure world interrupt 

When a secure interrupt arrives, TrustZone switches the processor core to the monitor mode in order to handle it.

https://blog.quarkslab.com/a-deep-dive-into-samsungs-trustzone-part-1.html
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Global Platform TEE specification
compatible with many hardware platforms


Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion
Recap: Cold Boot Attack

Forensic Recovery Of Scrambled Telephones

N

Cold Boot Attacks - Hackers Can Unlock
All the Modern Computers to Steal Encryption Keys
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Fig. 10.3. Cold-boot attack on main memory. Friedrich-Alexander University
In book: Advances in Microelectronics: Reviews, Vol. 2 Source: https://www.csl.tf.fau.de/research/system-security-group/frost/
J|ng Li lixeon.lij@gmail.com OCRAM-Assisted Sensitive Data Protection on ARM-Based Platform Apr. 25,2021 7/37



https://www.pinterest.com/pin/304204149827181943
https://www.researchgate.net/publication/331284023_Chapter_10_Hardware_Level_Security_Techniques_Against_Reading_of_Cache_Memory_Sensitive_Data_Hardware_Level_Security_Techniques_Against_Reading_of_Cache_Memory_Sensitive_Data
https://www.cs1.tf.fau.de/research/system-security-group/frost/

Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion

TEEH] kB

m ERHERE I
> Cold Boot AttackZHN{E1E

> RERWSIFIZTE (CPU to DRAM)
m SCilfEE
> BUREEE AN FEEDRAM R F ( 2UE
HERMERRSE ) IRAM 8 TrustZone JIFTLAFR |
WA AL B RS TTESEIR,

Jing Li lixeon.lij@gmail.com

OCRAM-Assisted Sensitive Data Protection on ARM-Based Platform Apr. 25,2021 8/37



Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion

CA b EAF = iR T7 S ] e

u BEEEINE_EIATEERIERS TG
» Cold Boot Attack
> RIS IFINTE (CPU to DRAM)
m (BEREURKI/ OB FMEZEPLIF
> BETRERERAE

J|ng Li ]ixeon,lij@gnlaﬂ.con] OCRAM-Assisted Sensitive Data Protection on ARM-Based Platform Apr. 25,2021 9/37



{ | Background, Problem & Goal Key Ideas  Mechanisms Novelty Results Pros & Cons  Discussion

OCRAM, on-chip RAM (internal aka iIRAM)

TCM Close to the CPU  Main Interconnect
CPU CPU CPU
LV
TCM| L1 L1 L1 B Normal 128 KB to 2 MB
L2 l OCRAl\M lL2 Ll2 IRAM SO
T 1 l l B Cortex A8 and A9 ARM
Central Interconnect Central Interconnect Central Interconnect processors usually have
Y 128 KB and 256 KB iRAM
DDR DDR DDR

Diagrams of possible OCRAM location.

Source: https://www.jblopen.com/introduction-ocram/
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TCM：Tightly Coupled Memory 紧耦合，seldom；
Close to the CPU：OCRAM is often located at a level similar to the L2 cache which offers high bandwidth and low access latency；
Off the Central Interconnect：OCRAM at the main interconnect level are usually clocked at a lower frequency similar to the bus clock, and have longer access latency. 

https://www.jblopen.com/introduction-ocram/
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Fig. 3. Management of the secure iRAM
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Listing 1.1. Secure Read And Write Methods

//return value of the register "regAddr"
secure_readl (regAddr) ;

//write register "regAddr" with value "val"
secure_writel(val, regAddr);
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TUI Driver r_“_"":mvgk.e_ _________

O AR HEGHVNERE iRAM A7 815 & e |

O Displaylf EE R4 iRAM M DMA 54849351 A ST N—

® Trust Inputhy, ZIMEIHEIFTEZF AT, REEZPENLZEAN
® Trust DisplayRy, 7AiAis= (BURTEME) . B (ELEeEFMH) WNER,
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Listing 1.2. Configuring IPU for Trusted Display

//width, height: foreground width and height
//xp, yp: x and y position of foreground

|

| Slngle D|Sp|ay| //trans: transparency of foreground

| | ConfigIPUForTrustedDisplay(width ,height ,xp,yp,trans) {
|| IDMAC || DMFC || DP > DC
|

|

|

Dual Display

————————— — — — — — — — — — — — — ————

//Preparation

Background | Display OriginalIPUContextSave () ;
Ful |
I 114 1 u i LookUpTableCreate () ;
DRAM { CH23 | LFIFO | Plane DI —I_ Devices /;gongigur:tzzz °
Foreground o H————— H-———}-————-— 1 Fg_IDMAC_Config(FrameBufAddr, width, height, LUTMode)

; Partial
iRAM rl CH27 H¥»{ FIFO |—T

Plane

DMFC_Config (FgCH27) ;
DP_Config(xp, yp, tramns);
WaitForStop () ;

//Restoration
OriginalIPUContextRestore () ;

. . . }
Fig. 5. Image displaying through IPU
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Image DMA Controller (IDMAC),Display Multi FIFO Controller (DMFC),Display Processor (DP),Display Controller (DC),and Display Interface (DI)
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» Sensitive TA data is now read from or written to IRAM rather than DRAM

s tbE Fcache VA RESEAEMEL T
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* The dual display technology adopted by Oath to achieve trusted display
* IRAM memory splitting
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/N
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Xt 45 OP-TEE I Th A8 M B2 el 14

B FFRE(HEINEEE K test caseE 226471

u FEA2PMFEIFAHOathFlfERI TASEEHRIR | B
j:itlu\ / ] QQ . J},_\E:|22619/\ 'fj-l:l:1E

Table 1. Function Impacts on OP-TEE

Category Original | Oath - EZFI}JB%%;R
Main functions (8815) Vv vV

TEE internal API (12894) | / v W 2ANFTAS
TA storage (268) Vi Vi FAXKload i
Shared memory (125) Vv Vv iRAM 347 il
Key derivation (225) v v it , BESUM
Sanity test (292) Vv Vv
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XF R A5 OP-TEER) D e s i P4t (Cont.)

Table 2. Memory Demands of TAs

TA name Total(T) (KB) | iRAM(I) (KB) | Ratio (1-1/T)
aes_perf 111.04 47.04 57.64%
concurrent 110.95 46.95 57.68%
* concurrent_large | 2126.95 2062.95 3.01%
create_fail_test 89.95 45.95 48.92%
crypt 135.52 47.52 64.94%
* os_test 1122.69 926.69 17.46%
rpc_test 96.96 48.96 49.50%
sha_perf 110.95 46.95 57.68%
sims 128.98 80.98 37.21%
storage 114.95 46.95 59.16%
storage2 114.95 46.95 59.16%
storage_benchmark | 98.97 46.97 52.54%

* iRAM memory demand exceeds 256 KB.

B the average demand of IRAM memory for each TA 1s
50.52 KB. AJFH{T41 TA

B OathfRS| A\BIATFHFDHHIREWIE | ZNEEERD T
56.49%0Y iRAM PITFER
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XFRich OSHI L HEPERZ IR P
Table 3. Time breakdown of trusted display

Action Display (us) | Restore (us) ‘
World switching 14408.60 34.46

* Core suspending/resuming 3.47 42.24

* DMA suspending/resuming 3.24 3.02

* Secure iRAM adjusting 0.08 0.20

* IPU context saving/restoring 1.44 4.71

* IPU configuring 2876.21 -

Total 17293.04 84.63

* Rich OS is suspended.

Case 0] {5 B 7~ B B #ERT17293.04us . Altbrich OS#Ei £ FEFERT2884.44ps
W RS £ T35 B FERT84.63us, HAjajrich OSTERFERT50.17 ps
FN 5B R ERTE Brich OSTERE 2 BT [8) = 2934.61ps (2884.44+50.17) + F{FAT[H]

> AREEZHIT-EXERF
> IR E LR EFTEWE TR
> AARAPGFE (F—RR, TEZT)
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Fig. 7. Comparison of Rich OS Performance
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